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INTRODUCTION

THE CRITICAL ROLE
OF TECHNOLOGY
IN GOVERNMENT
TRANSFORMATION
I

n 2014, David Ige ran for governor of Hawaii
on a platform that called for reorganizing
and modernizing government operations,
among other things. In November, Ige won the
election, becoming 1 of 19 new governors elected
out of 33 races across the country. Like most other
governors, Ige faces a sobering budget picture.
“The fiscal reality is that there isn’t a whole
lot of money,” Ige said at a news conference in
December.1 “Any new programs are going to have to
come from reprioritizing and working the budget,
finding efficiencies.”
One of Ige’s strategies for finding efficiencies
will come from transforming and embedding
technology into government operations. Among
other things, Gov. Ige hopes to modernize the state’s
tax collection system in 2015 — increasing tax
revenues within two years without raising taxes by
using technology to collect more of what is already
rightfully owed — while also allowing taxpayers
to file electronically, access their information
online and receive refunds more quickly.
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By transforming and embedding technology into government operations,
Hawaii Gov. David Ige hopes to modernize the state’s tax collection system
in 2015. The result would be increased tax revenues within two years
without raising taxes by using technology to collect more of what is already
rightfully owed.

Not every governor, or mayor for that matter, has
been quite so outspoken about the role of technology
in improving government operations, but nearly
every elected leader in state and local government
faces pressures to modernize and advance public
services while dealing with tepid growth in revenues.
For fiscal year 2015, state spending is expected
to increase for the fifth straight year, but revenue
growth continues to be minimal,2 reported the
National Association of State Budget Officers
(NASBO), putting pressures on budgets that are
struggling to keep up with demand for more
services. Cities are also in a slow recovery as the
recession continues to impact revenue growth,3
according to the National League of Cities (NLC).
Once again, public leaders face the dilemma
of balancing weak revenues with rising demands
from taxpayers for services ranging from health
and education to improvements in transportation
and infrastructure. It’s why more state and local
governments are investing in technology. The
late Thomas Menino, mayor of Boston for five

Government IT organizations that embrace the change that is happening,
and learn how to operate within this new environment, will come out
winners. IT organizations that don’t adapt risk losing value and hampering
the transformation of government.
terms, understood how investments in technology
could modernize government. He established
the Office of New Urban Mechanics4 as a hub for
linking technology, innovation and community
participation. Its success set a standard for how
cities must infuse technology into the nuts and
bolts of running government in the 21st century.
If the current political and fiscal climate has set
the stage for transformation and modernization
in state and local government, how will it happen?
It’s one thing to say that government is becoming
more data driven, more IT-centric in its operations.
But it’s less clear how that will occur. As this
paper shows, there are a number of fundamental
questions that need to be addressed as the pace
of government modernization quickens, although
there is no single answer to these questions.
Perhaps most fundamental is the shift from
in-house computing, which has dominated state
and local government for the past 30 years, to
a service-oriented ecosystem, based on rapidly
maturing cloud technology. While some jurisdictions
have embraced the concept and are well on their
way, others are just beginning to test the waters.
In general, local governments seem to be moving
more quickly to adopt, while states may move more
cautiously. For example, according to one study of
700 local government professionals, 32 percent are
currently using cloud solutions while another 10
percent don’t use them yet, but plan to.5 However,
everybody that is adopting cloud solutions is doing
it differently: public, private, hybrid and community
are the most common versions, involving software,
infrastructure and computing platforms.
The idea that computing is something a
government can consume as an operational
expense, rather than own as a capital expense, is
already having a large impact at the highest levels

of government. To ensure that impact is positive,
CIOs, CTOs and their peers need to make strategic
decisions that affect everything from IT governance
and security to choices about cloud and shared
services, outsourcing and IT workforce issues.
Governments and their IT organizations also
face decisions about the development of the software
programs and computer systems that power critical
operations and services. States and localities are
increasingly moving away from large-scale, one-size
development projects to ones that are more agile, with
incremental deployments. While more flexible in
nature, these projects demand sophisticated project
management and better collaboration among IT
organizations, the agencies that use the systems
and the business partners who help deliver them.
This new breed of shared services and its use by
multiple departments can also impact procurement
practices as well as the expected return on investment,
not to mention data security requirements.
This Center for Digital Government (CDG)
paper highlights the challenges, opportunities
and best practices that are emerging as the role
of IT changes within government. It discusses
how agencies, departments and offices within
states and localities have more choices than ever
before when it comes to automating their business
operations. They no longer are beholden to the
IT organization, when their computing needs
can easily be purchased as a service from a third
party, such as another government organization or
cloud provider, or completely outsourced. Those
government IT organizations that embrace the change
that is happening, and learn how to operate within
this new environment, will come out winners. IT
organizations that don’t adapt risk losing value and
hampering the transformation of government. That’s
a reputation no government organization wants. n

The Shifting IT
Environment
In a study of
700 local
government
professionals,
32% said they
are currently
using cloud
solutions while
another 10%
said they don’t
use them yet,
but plan to.
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GOVERNANCE AND AGILITY

TURNING IT INTO
A STRATEGIC ASSET
95%

of county
economies have not returned to
their pre-recession employment
levels, which is exacerbating the
need to improve transportation,
infrastructure, health and
public safety programs.

6

A

t the start of every year, state and local
leaders must balance a desire to accomplish
new objectives while dealing with some
troublesome realities. For 2015, states have some
unusually potent issues with which to contend,
including education, health care and Medicaid,
transportation funds, infrastructure needs and a
growing water shortage problem in the West, according
to Governing (published by CDG’s parent company,
e.Republic). Making the situation more uncertain
is the uneasy relationship between Washington
and the states and whether or not Congress will
reinvest in critical areas and infrastructure.
For cities and counties, the challenges are
pressing. In January, the National Association
of Counties (NACo) released a report6 showing
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that 95 percent of county economies have not
returned to their pre-recession employment
levels, which is exacerbating the need to improve
transportation, infrastructure, health and public
safety programs. For cities, concerns about improving
the job situation, housing, transportation and
economic development, to name just a few issues,
leave mayors with little room to maneuver.
“More than ever, technology drives business and
communications, and our citizens and employees
expect the same capabilities and services in
their interactions with the county,” said David
L. Stevens, CIO for Maricopa County, Ariz. “A
driving priority for us is to create business value
and excellent customer service through fiscally
smart investments in technology solutions — while

driving down operational costs. The true value
of our technology investments is measured by
the ability of our services to transform county
departments’ business goals while delivering them
with exceptional customer service, consistently,
reliably and at the lowest possible cost.”7
More and more CIOs will tell you that technology
has become a strategic asset within state and
local government. Governors, mayors and county
executives see it as one of their key strategies for
modernizing, changing and expanding government
services while holding down costs. But that doesn’t
mean they want to own the technology themselves.
Many have told Government Technology (also a
publication of CDG’s parent company) they want
to get out of the infrastructure business.
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GOVERNANCE AND AGILITY

STRENGTHENING CAPABILITIES THROUGH GOVERNANCE
If states and localities are going to use IT as a
strategic asset to help achieve their policy priorities,
then it begins by developing capabilities that enable
technology innovation,8 according to Theresa
Pardo, director of the Center for Technology in
Government. These capabilities include: a governance
structure that supports collaboration; a policy that
requires government information to be managed,
shared and used in new ways; and a better way
to assess the public value in IT investments.
For IT governance, Pardo argues that CIOs
have to inform their elected leaders about the
need to institutionalize collaboration and make
it a management principle. “To educate their
governors, CIOs must use the knowledge that most
successful governance structures involve bringing
together a broad set of government stakeholders
to design a framework that not only supports a
governor’s policy and programmatic priorities, but
also aligns with stakeholders’ goals and values.”

“To educate their governors, CIOs must
use the knowledge that most successful
governance structures involve bringing
together a broad set of government
stakeholders to design a framework that
not only supports a governor’s policy and
programmatic priorities, but also aligns
with stakeholders’ goals and values.”

JESSICA MULHOLLAND

Theresa Pardo, Director, Center for Technology in Government
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There’s no question that collaboration has
become key to making IT a strategic asset for
government. Today’s data-driven governments
have generated a host of new roles that involve
information. Besides CIOs and technology, there
are now c-level executives driving innovation,
security and data. Sometimes rivals, these chiefs
need to work together to create a cohesive team
that capitalizes on government IT resources.
Coordination is another area of IT governance that
has grown in importance in recent years. Big projects
remain part of government’s IT landscape. A NASCIO
survey found half of states queried are managing at least
five projects they consider to be large or critical. Nearly
75 percent of states surveyed reported overseeing
projects with budgets exceeding $100 million.
As the federal government’s rollout of the health
exchange showed (along with those of some states),
poor coordination and weak oversight can stop a
large IT project in its tracks. To avoid the calamity
the feds faced, state and local CIOs say IT projects

need to combine executive sponsorship, good
governance and effective project management.

THE NEED FOR AGILITY
Another lesson has emerged from past experience,
one that is rapidly gaining currency among CIOs.
Large-scale, multi-year endeavors — the so-called
Big Bang approach — don’t work anymore in today’s
technological environment. Breaking big projects
down into more incremental initiatives and using agile
development techniques delivers value in the form of
IT systems that incorporate an agency’s most up-to-date
business rules. Agile development can also satisfy the
increasing demands from government agencies for new
services that can be launched in months, not years.
But becoming agile takes time. Tim Garza, IT
director for the California Natural Resources Agency,
said it took his organization four years to shift
from a traditional IT environment that was highly
vertical and segmented in how it managed IT to
becoming an IT services broker that nimbly serves
the needs of the agency’s 33 different organizations.
Technology wasn’t the issue, he said. “The challenge
was breaking down the internal IT cultural differences,
and shifting from a vertically run organization
focused on servers and boxes to a horizontal
organization with the mindset of a service broker.”9
The problem state and local governments face is how
to create a more flexible, responsive IT environment
when saddled with so much legacy technology. Ripping
and replacing systems — some of which have been
around for decades — is expensive and a hard cost for
governments to bear. Instead, governments need a
plan to evolve and find the right tools to create a new
environment within these existing systems. And they have
to do so with a staff that, in some cases, has been forced
to maintain old programs rather than learn new skills.
Some of these strategies and tools involve new
processes that can clean and prepare old COBOL code
for the 21st century, bringing documentation up to
date so new business rules can be created. “Sometimes
you need to find out what you have before you can
modernize,” said one industry expert.
Another step is to rebuild a government’s IT
infrastructure. Take platforms, for example: Open
source software, such as Linux, can give a state or local
government the stability and security needed to develop

TACTICS FOR SUCCESS
99
CIOs need to develop capabilities that enable innovation,
such as a governance structure that supports collaboration;
a policy that requires government information to be
managed, shared and used in new ways; and a better way to
assess the public value in IT investments.

99
CIOs and other c-level executives need to work together to
create a cohesive team that capitalizes on government’s IT
resources, and develop strong communication lines with
legislative bodies that have funding and oversight authority
on IT projects.

99
IT projects need to combine executive sponsorship, good
governance and effective project management.

99
Becoming agile starts with assessing what you have and
putting in place processes, including documentation, to use
for new business rule creation.

99
IT infrastructure with a modular, scalable foundation is
better able to keep up with the fast-changing world of
government services.

99
As the cloud matures, so should public agencies’ stance,
strategy and use of such platforms.

new applications, including mobile services, that weren’t
possible with a legacy IT foundation. Today’s software
development tools make for a more modular, scalable
base from which IT can develop the kind of applications
needed in a fast-changing world of government services.
There’s another reason why it’s important to update
or rebuild the underlying software code to legacy
systems. Without the ability to offer agencies better
tech-based services, IT faces the possibility of slowly
losing their customer base to private vendors who can
offer far more variety using cloud-based services. n
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CLOUD

Los Angeles County’s $72 million
cloud software licensing deal will save
the county $2.5 million annually in
lower fees for software and reduced
in-house IT costs.

10

NEW OPPORTUNITIES
ON MULTIPLE LEVELS
Director David Rodenbach put it this way: “Because
we no longer have to run the service ourselves.”11
Bit by bit, state and local governments are
getting out of the business of owning their own
technology. For Gig Harbor, it means having to store
fewer servers in the closet that serves as the city’s
de-facto data center. For Los Angeles County, moving
its 100,000 workers onto a cloud-based software
could translate into a huge reduction in the number
of storage, servers and other IT components.
In the private sector, use of cloud computing has
exploded, with spending on cloud in 2014 increasing
20 percent over the year before, according to IHS,
a market research firm. In government, cloud
computing was estimated to account for 6 percent of
the federal IT budget in 2014,12 but that’s an increase
from less than 1 percent just a few years ago.
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W

ith 9.8 million people, Los Angeles is
the most populous county in the United
States. In June 2014, county leaders
announced they were moving 100,000 workers
to the cloud version of a highly popular office
productivity software program.10 At the time, it was
the largest state and local government contract to
date for software productivity tools in the cloud.
The announcement made headlines, not just in
technology media, but the general press as well.
Around the same time, Gig Harbor, Wash., a city of
approximately 7,000 located on Puget Sound, switched
from the client-server version of its enterprise resource
planning (ERP) software to one that now exists in
a public cloud. There was little mention of it in the
press. In explaining why his city decided to put its
entire financial software system in the cloud, Finance

CLOUD

“[With the cloud,] agencies will
consume resources as a service
and pay only for what they use.
The net result of this new model is
better customer service, including
enhanced security and disaster
recovery, at a reduced cost.”
DAVID KIDD

Tony Encinias, Former CIO, Commonwealth of Pennsylvania

When transitioning
to the cloud, governments
have their choice of
THREE SERVICE MODELS:
Software-as-a-service
Platform-as-a-service
Infrastructure-as-a-service
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Interest in cloud at the state and especially at
the local level has also grown significantly. For
medium-sized to small jurisdictions, running old
applications on mid-range computers that have
become increasingly costly to maintain just doesn’t
make sense anymore. Laptop computers have
far more power than the AS/400 mini computers
that still operate in some municipalities.
It adds up to a more flexible, more affordable
IT environment. “Agencies will consume resources
as a service and pay only for what they use,” said
Tony Encinias, former CIO for the Commonwealth
of Pennsylvania. “The net result of this new model
is better customer service, including enhanced
security and disaster recovery, at a reduced cost.”13
Maricopa County’s Stevens added, “We have a duty
to evaluate the way we currently provide services
against the security, the speed to market, the cost
effectiveness and the flexibility that the cloud can offer.
All of the barriers that just three years ago prevented
us from making that kind of move are rapidly eroding
— we’re discovering that we can now effectively
mitigate the risks, and do it without too much effort.”

DIFFERENT CLOUD SERVICES FOR DIFFERENT NEEDS
Accepting the cloud model of computing means
accepting that technology can be delivered as a
service. For some CIOs and IT organizations, that
can be a tough concept to swallow at first. But once
they do, state and local governments have essentially
three service models from which to work:
• Software-as-a-service, which is the most basic
and perhaps the most familiar to anyone who
uses a computer to connect to services on the
Internet via a Web browser. Customers usually
subscribe to the service, but don’t control or
manage any of the underlying digital infrastructure.
• Platform-as-a-service lets a government
agency add custom-created software applications,
using program tools that are supported by the
cloud provider.
• Infrastructure-as-a-service gives a government
agency near total control over the cloud. The
cloud provider serves up computing power, storage,
networks and other resources, giving the agency
wide flexibility in how it controls and manages its
applications as well as the underlying operating
system, storage and even firewalls for security.
Many view cloud computing as a cost-saving
strategy. And it can be. Los Angeles County’s $72
million cloud software licensing deal will save the
county $2.5 million annually in lower fees for software
and reduced in-house IT costs.
But Rodenbach said Gig Harbor’s move to cloud
has delivered far more valuable benefits. For one,
there is less digital infrastructure to manage now that
the ERP system is in a public cloud, and upgrades
and service pack uploads are done regularly and in a
way that minimizes disruption, a huge plus for a local
government with a small staff.
“Security was another area where we used to
struggle,” said Rodenbach. “We had offsite disaster
recovery, but it was a cumbersome process for us.
Our cloud provider has built-in disaster recovery.”
Going to the cloud has also added mobility to
Gig Harbor’s financial programs. Now that the
application can be accessed from any computer with
a Web browser, staff can work from home when the
situation arises. Ultimately, however, Rodenbach says
the cloud gives the city better service, because “the
cloud provider has much more proficiency than we
do at running technology.”

TACTICS FOR SUCCESS
99
There are multiple cloud service models that
enable technology to be delivered on demand,
including software-, platform- and infrastructureas-a-service — pick a model that best suits the
business case.

99
The cloud can help shift technology risk to providers
that shoulder the responsibility for keeping the
technology current, scalable and secure.

99
The cloud lays the groundwork for future mobile
initiatives, app development, and new partnerships
and collaborations.

99
Opting for a SaaS solution that meets the
overwhelming majority of business needs can
simplify and speed adoption while significantly
lowering risks found in software development
projects. It is also possible to have this be a
shared service with another government
organization that has already successfully
deployed a similar application.

99
To overcome cloud procurement issues,
download and use a copy of the collaboratively
developed best practices guide to cloud and
as-a-service procurements from CDG at
www.govtech.com/library/papers/BestPractice-Guide-for-Cloud-and-As-A-ServiceProcurements.html.

99
The Western States Contracting Alliance
(WSCA), the General Services Administration
(GSA) and other popular government contracting
cooperatives are beginning to offer cloud
services contracts to keep up with the shift to
more as-a-service environments.
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For states and localities that have made a
significant investment in IT staff and resources,
cloud gives them a way to more efficiently manage
technology. Too many states and localities are
saddled with over capacity and under-utilized data
centers. Cloud computing gives some the option to
get out of the infrastructure maintenance business
and to concentrate resources on servicing the
business side and developing new applications.
Government agencies with cloud solutions use
the right amount of processing power and storage
space when they need it. Cloud not only makes
government computing more scalable, but also
flexible. Workloads can migrate depending on
demand. In some versions, such as hybrid cloud
computing, workloads and data can move back and
forth depending on demand and sensitivity of the
information. In fact, hybrid cloud configurations
have become increasingly common in government.
But most state and local governments will use
the cloud in order to simplify what, in the past, may
have been a cumbersome, custom-coded software
program that had limited effectiveness and high

maintenance costs. That, to some degree, is why
New York City’s agency in charge of managing
the city’s numerous tribunals opted for a cloudbased case management system (CMS).
David B. Goldin, administrative justice coordinator
for the Office of the Mayor, pointed out that many city
agencies hold tribunals, conduct hearings and issue
citations, creating a caseload that can reach 200,000
annually. Yet they lacked the technology for the
relatively specialized needs for case management. “Many
of the tribunals were relying on in-house designed
databases, without the same kind of detail, accessibility,
reliability and ability to generate reports,” he said.14
Rather than invest a significant amount of
money to develop a more robust client-server
CMS, the city decided to opt for the cloud version
of a management system already used by the law
department (a separate legal entity within city
government). “By using the same CMS that the city’s
law department uses, it creates a common system,
with the same format, the same vocabulary,” he said.
The city opted for a cloud solution that is similar to
what’s known as platform-as-a-service. The software

WHAT MAKES CLOUD ADOPTION SO UNIQUE FOR GOVERNMENT?

14

A top concern is security. Agencies worry that
data could be exposed to the outside. This is a special
concern for agencies that handle confidential data.

infrastructure, IT organizations and agencies can
pay as they use it, and they can choose from a
variety of options: public, private or hybrid.

Implementation is another concern. Moving
to the cloud means procuring new IT solutions and
conducting a complete overhaul of existing systems.
A lot of procurement cycles and contract vehicles
are not able to handle a more dynamic approach
to IT services, which cloud offers. There’s no
easy solution here. States and localities will
need to conduct procurement education to share
ways to write contracts, as well as create new
contracting vehicles.

Government best practices for cloud start
with assessing an agency’s data needs. Understand
the problem first and then assess what cloud solution
is best. For agencies with lower security requirements
or open data that can be shared, a public cloud
might be the best option . A private cloud may suit
agencies that need to fully protect their data. Through
increasingly robust and secure architectures, coupled
with ever-more stringent certifications, many public
cloud platforms are also up to the task.

The upside to cloud in government is that
it offers more flexibility than traditional, on-site
IT enterprises. Instead of owning the entire

It is important to partner with a cloud vendor
that offers flexible solutions and prioritizes
organizational needs.

“Designing something that is customized to a particular agency’s specifications can be
a nightmare. And then there’s the challenge of maintaining and upgrading a customized
system; it can become a burden. But this approach, using off-the-shelf software in the
cloud that is configurable, is vastly superior.”
David B. Goldin, Administrative Justice Coordinator, New York City Office of the Mayor

is hosted by the city’s Department of Information
Technology & Telecommunications, and while
considered off the shelf, it’s configurable to the specific
needs of the various tribunals. For Goldin, the benefits
can be found in the cloud’s simplicity and flexibility.
“Designing something that is customized to a particular
agency’s specifications can be a nightmare. And then
there’s the challenge of maintaining and upgrading
a customized system; it can become a burden,” he
said. “But this approach, using off-the-shelf software
in the cloud that is configurable, is vastly superior.”
Cloud is helping Goldin satisfy his most important
needs: a greater degree of efficiency while coping
with the growing workload within the city. But cloud
computing’s greatest potential could come from
the innovation it creates for government. Rather
than wait years to upgrade technology, states and
localities now have the capability to move up to
the next phase of technological innovation more
rapidly — within months in some cases — and at
less cost. Some cloud users are finding it easier to
offer mobile services, both internally and externally,
thanks to the flexibility that cloud services can bring
to an agency. Others have found it opens the door to
partnerships and collaborations that weren’t possible
before. Silos that were once so common melt away
as cloud solutions make collaboration much easier.

CLOUD CHALLENGES: SECURITY AND PURCHASING
Despite the excitement and buzz around cloud
computing’s potential, governments do have concerns
about this new way of computing, including security.
The idea of government data residing on servers
scattered across the globe doesn’t sit well with
the risk-adverse public sector culture. Privacy is
another issue that gives state and local governments
pause when it comes to using a cloud service with

government data that’s managed by a third party.
These issues have slowed adoption of cloud computing.
It should be noted, however, that security
provided by private sector vendors can be more
sophisticated and secure than what government
entities can build on their own. Private sector cloud
providers make it their business to remain on the
cusp of cutting-edge trends around security and
have the financial resources to retain top-tier IT
security experts. They can also deploy resources to
perform routine, timely system maintenance to ensure
newly discovered vulnerabilities are not exploited
— responding in hours or days if a threat is found.
Other problems with government cloud adoption
include vendor lock-in, as well as concerns that range
from deletion of government data upon termination
of a contract to auditing a cloud provider to make
sure it is compliant with the terms of the contract.
Cloud computing presents clear challenges to how
government traditionally procures IT services.
One solution, a growing number of experts say, is
a service model agreement that can be a framework
which covers the kinds of terms and conditions that
affect 80 percent of every deal between government and
cloud vendors. Such a model would help state and local
governments of all sizes, especially smaller entities that
badly want to take advantage of the cloud’s benefits, but
don’t have the knowledge to negotiate an agreement
needed to make the deal work in the public sector.
Cloud computing is a sea change in the business
model for how government uses IT. Working with public
and private sector IT practitioners, CDG developed
a service model agreement that can be a framework
for how government contracts with cloud providers.
It creates some common ground for public agencies
to work out the terms and conditions for using cloud
services in government (see the “Tactics for Success”
sidebar on page 13 to download the framework). n
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LEGACY TECHNOLOGIES
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RETHINKING
THE LEGACY
SYSTEM
M

odernizing state and local government so
that it can elevate data-driven policies and
deliver more customer-oriented services is
a tall order no matter where you start. But one of the
most difficult places to launch a technological reboot
is in the area of human services. The legacy systems
that determine eligibility, manage cases and deliver
services for low-income families are too often out of
date, but also inflexible in their one-size-fits-all design.
The Great Recession stressed all government
agencies, but it forced many human services agencies
into survival mode as budgets were cut just as demand
for services began to surge. But as bleak as things
may have been, there has emerged a new-found
purpose among human services agencies. After years
of IT system upgrades that failed to fully deliver as
promised, organizations such as the American Public
Human Services Association (APHSA)15 began to zero
in on some of the key reasons why human services
agencies weren’t getting the most out of IT and started
to give clear guidance on what needs to be done right.

16

At the same time, other organizations began
researching how states could design and test new
technologies that would result in more efficient
and effective benefits systems. The Work Support
Strategies initiative,16 a $25-million, multiyear program
supported by the Ford Foundation and administered
by the Urban Institute and the Center on Budget
and Policy Priorities, called for improvements in IT
process reengineering and better training for staff
on how to use data to manage services better.
States and localities have begun to move away
from a one-size-fits-all mentality around benefits
systems for the needy. Innovative research and
work has led to the rise in experimentation across
human services programs based on the idea
that flexible technology-based program design
and delivery17 will lead to better outcomes.
For example, the current Medicaid Management
Information System (MMIS) model is analogous to
states designing, building and paying for a power plant
rather than simply purchasing the electricity.

By purchasing needed services instead of setting
system requirements, states would benefit in numerous
ways, including a shortened implementation period,
at less cost with reduced risk; more competition from
proven commercial solutions that already work in the
marketplace; improved state administrative operations
involving fewer resources; and new technologies,
including evergreen and cloud-based approaches.

BUILDING AN INTELLIGENT, INTEGRATED PLATFORM
Minnesota’s Department of Human Services (DHS)
typifies how some social services agencies are managing
long-term challenges while carving out opportunities
for efficiencies and customized service delivery based on
new technology. Tom Baden, former CIO for DHS and
now the state’s CIO, pointed out that the department is
saddled with a number of aging systems: it’s MMIS is
more than 20 years old, the state’s combined eligibility
system and its child support system are 25 years old,
and its child welfare system resides on a technology
platform that at best requires architectural renovation.
Added to the agency’s responsibilities was the recent
launch of the state’s health exchange system.
Refreshing these primary technology systems poses
a complex challenge, said Baden. “Each of these systems
is a high-risk, complicated piece of technology, so it’s a
constant balancing act keeping them up to date, given
the timeframe that’s needed to do the work,” he said.18
Despite the hurdles, DHS has embarked on
creating a “fully integrated human services platform,”
said Baden. “To do that, the platform has to be
intelligent, use data from a number of systems, and
include analytics and integrated user profiles.”
The country should have a fully integrated human
services platform in every state, but it’s a good start
for Minnesota to take the first steps towards making
it happen. And it won’t be easy. As Baden pointed
out, DHS is saddled with very old technology to run
its mission-critical applications. The good news is the
agency has the vision and the governance to refresh
and modernize. “We want to build an infrastructure
base that allows the components on top to constantly
evolve,” he said. “It’s going to be like an overgrown
smartphone, with operating systems that developers
can use to create apps, allowing us to accelerate.”
Unlike past projects, which were done as large,
big-bang projects, the integrated human services

“We want to build an infrastructure base
that allows the components on top to
constantly evolve. It’s going to be like an
overgrown smartphone, with operating
systems that developers can use to create
apps, allowing us to accelerate.”
Tom Baden, CIO, Minnesota

platform will follow the growing trend towards
incremental development, according to Baden. Still,
it will take several phases to complete the refresh.
Besides being more agile in how the system gets
developed, Baden emphasized three critical components
for modernizing human services: the commitment
of the business partners; a foundation that is open to
innovation; and stakeholders and staff who are good
at both detailed work and seeing the big picture.
When done the right way, the integrated platform will
give DHS a 21st-century platform capable of delivering
the latest in innovative, customer-centric services. “If
we do the foundation correctly, we can layer mobile
right on top. Mobile services are going to explode, so
the foundation has to be ready for that,” said Baden.

BETTER CODE, MORE SERVICES
So how do you build an infrastructure foundation
that’s able to deliver the latest in innovative services,
including mobile, on a system that is decades old? It’s a
conundrum faced by just about every state and locality
with a large human services apparatus in place. Human
services systems that have been in place for two decades
or more accumulate a growing body of business rules
as policies change. If those rule changes aren’t properly
documented, problems can arise when the system
needs to be refreshed or, better yet, modernized.
One California social services agency needed
to upgrade its legacy system for reasons that are
common in state and local government. The cost of
maintaining a legacy system with limited capabilities
had become prohibitively expensive. Those limited
capabilities include the inability to integrate with other
platforms. Meanwhile, the pool of skilled workers
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Lafayette College
in Easton, Pa.

WIKIMEDIA.ORG

LEGACY TECHNOLOGIES

MODERNIZING LEGACY SYSTEMS:
MORE THAN JUST A HUMAN SERVICES CHALLENGE
Higher education is another field where the pressure to modernize IT has
increased in recent years. Colleges in both the public and private sector have
become increasingly digital, both in terms of support and advancing higher
learning. But colleges have traditionally invested most of their resources in the
education process, with IT taking a back seat.
One way colleges have tried to hold down IT costs while modernizing is by
investing in open and standards-based systems. Lafayette College in Easton, Pa.,
typifies the struggles that many colleges face when it comes to IT. Rapid growth
had created a gap between the college’s mission and the legacy technology used
to support it.
“The inefficiency of our infrastructure was, in large part, a result of inflexibility,”
said John Fulton, director of network and systems for Lafayette College’s
Information Technology Services (ITS). “For example, we had a Web server with
several hosts, each running different software versions. I could choose apps based
on the software we are already running, or run conflicting versions on the same
server or buy another server. None of those options appealed to me.”
In 2007, virtualization emerged as a viable solution for combating server sprawl
and other IT inefficiencies. It represented a new direction for the college’s IT
operations. Fulton prefers to use open source technology whenever possible, so
that’s where he began his search for a virtualization solution. Fulton says open
source isn’t so much about saving money as it is the lack of restrictive licenses
and other benefits that can’t be found with proprietary software.
One of those benefits is time saved. Setting up a new Web server at the college
would take several weeks from start to finish. With open source virtualization, ITS
can turn out a new server in roughly 30 minutes. That’s good news for an academic
institution once limited by an inflexible legacy infrastructure.19

18

familiar with how the system ran was shrinking
thanks to the wave of Baby Boomer retirements.
Finally, security had become a growing concern as old
software code becomes an easy target for hackers.
Modernizing legacy software is never easy. If
not done correctly, documentation may not show
all the business rules that require optimization. For
human services agencies, with such old systems
still in place, this is a major concern. By using the
right processes and tools, and documenting all
of the business rules and the software code that
enables them, IT organizations can move a legacy
IT modernization effort in the right direction.
Los Angeles County’s Department of Public Social
Services (DPSS) has been steadily transforming its
legacy infrastructure and systems to modernize how
it delivers services ranging from SNAP and cash
assistance to welfare-to-work, childcare and workforce
training. DPSS has a caseload larger than any other
jurisdiction other than the states of California
and New York. Its budget exceeds $3 billion.
A decade ago, the agency began upgrading its
systems and incorporating efficiency tools, such as a
performance management system and a robust call
service center, which transformed what had been
primarily a walk-in service for the county’s poor. But

when the recession hit, DPSS faced the same quandary
as other human services agencies: how to address a
shrinking budget in the face of a growing caseload. “It
was the perfect storm of sorts,” said Michael Sylvester,
CIO for DPSS. “We really had to do something
dramatic to survive, let alone improve services.”20
The dramatic move was to make more services
available more easily through alternative means, such
as over the telephone, through Web portals, and via
mobile devices and corresponding mobile applications.
To make the new services possible, DPSS upgraded
its network infrastructure and built an enterprise
electronic document management system that puts
its 3 million-plus cases online, allowing customer
information to be shared more effectively with case
workers. Creating electronically accessible cases led
to further integration of information, networks and
customer service centers, which ultimately led to
the introduction of new customer-oriented services,
according to Sylvester.
“For example, previously the only Web presence
the department had available to the public was a
very basic website that was only informational in
nature with program descriptions, rules and some
general information listed. Now, we have a very robust
informational website, but also an interactive portal
called YourBenefitsNow! (www.dpssbenefits.lacounty.
gov) for our customers who want to apply for benefits,
as well as retrieve and review their case information,
and submit required supporting documentation,”
he said.
Other recent service enhancements include
piloting the use of tablets, desktops and scanners in
office lobbies to provide self-service capabilities for
walk-in customers. DPSS has also launched a userfriendly mobile app to make it easier for customers
to comply with eligibility requirements and submit
supporting documentation for their cases. You can
search for it on Apple’s App Store and the Google Play
Store for Android as “DPSS Mobile.” The mobile app
utilizes a smartphone’s built-in camera capability to
record high-resolution photos of pay stubs and other
pertinent pieces of information required to continue
receiving benefits. It also allows customers to view
their benefits balances, deposits and withdrawals; and
provides them with a geographic listing of approved
banking institutions where funds can be withdrawn
without incurring unnecessary surcharge fees.

TACTICS FOR SUCCESS
99
By using the right processes and tools, and
documenting all of the business rules and the software
code that enables them, IT organizations can move a
legacy IT modernization effort in the right direction.

99
Taking a business approach to the problem and having
leadership from the business side of the agency
supporting the investments necessary to integrate and
transform how information is used to benefit clients
are keys to legacy system modernization.

99
One-size-fits-all benefits systems don’t work
anymore; instead, flexible, technology-based program
design and delivery can lead to better outcomes.

99
Three critical components to modernizing human
services are commitment of business partners, a
foundation that is open to innovation, and stakeholders
and staff who are good at both detailed work and
seeing the big picture.

Sylvester said the keys to upgrading the legacy
systems for modernization include everyone taking
a very business-centric approach to solving specific
problems for customers and workers alike, and having
strong leadership from the business side of the agency
support the technology investments necessary to
integrate and transform how information is used
to support the customers of DPSS. That is not to
say that agencies can’t end up becoming victims of
their own success in a sense — as customer demands
grow dramatically for improved services and access
to alternative service channels, it will ultimately
drive additional investments in and dependencies
on technology going forward. The need to increase
technology investments grows constantly, said Sylvester.
“Service demand is driving everything … but in the
end, that is not exactly a bad problem to have.” n
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SHARED SERVICES

T

ransforming IT to serve a more modern —
and more cost-conscious — government isn’t
just about overhauling and upgrading legacy
systems and infrastructure. It’s also about making
smarter use of IT resources. In 2009, California took
a big first step in this direction when it announced
the consolidation of IT to reduce costs.
This thinking triggered more innovative ideas
around the concept of government owning fewer
systems, data centers and computing platforms,
but maximizing their use across a broader set of
agencies — even other government entities. The
idea of shared IT services has been around for
a while, but its popularity has grown in recent
years. It has been a priority for state CIOs for
several years, while the federal government has
been encouraging states to work together.21

At the local level, counties are helping cities
share IT services and hold down costs. Cloud
technology has also opened the door to a small but
innovative number of jurisdictions that have found
it cost effective to tap into applications hosted on
another government’s private cloud rather than
deal with the uncertainties — real or perceived
— that a public cloud service can present.
Whether it’s a small jurisdiction or a major
state agency, IT shared services provide some
answers and opportunities for IT organizations
that are unable to modernize due to budget, skills
or resource constraints. It also provides them with
a new mission as an enabler of IT at a time when
their customers — the business side of government
— see commercial cloud services as a viable option.
IT shared services, when coupled with the right

TURNING VERTICAL IT INTO
HORIZONTAL SERVICES

FLICKR/ THOMAS HAWK

When the California state CIO
mandated state agencies and
departments to consolidate IT
operations, the California Natural
Resources Agency saw the
mandate as an opportunity to
build a shared services model.

20

“If you don’t provide IT services in the
manner they [the customers] want, with
flexibility and rapid deployment, they
will go somewhere else. In government,
when it comes to IT, you serve them, they
don’t serve you.”
Tim Garza, IT Director, California Natural Resources Agency

data strategy that allows data mobility, can help
transform how IT supports government.
That was the situation that Tim Garza, IT director
for the California Natural Resources Agency (CNRA),
found himself facing about five years ago. Budget
shortfalls coupled with a 30 percent jump in data growth
had CNRA’s IT organizations in a tight spot. When the
California state CIO mandated (as part of the State IT
Strategic Direction) state agencies and departments to
consolidate IT operations, Garza saw the mandate as an
opportunity to build a shared services model for CNRA.
“We decided to create a shared infrastructure
platform based on virtualization and the private
cloud concept,” said Garza. “This approach would
reduce IT’s capital and operating expenditures while
increasing our overall compute resources capacity.”
Until a few years ago, CNRA, which serves
33 organizations that handle the state’s natural,
historical and cultural resources, had a decentralized
IT model, with separate IT offices serving the needs
of individual organizations. IT operations were
“verticalized and segmented and not aligned with
our organization’s business models,” said Garza.
Garza started turning things around by
changing t he agency’s biggest IT department into
a service organization using cloud technology to
support increasing technology demands. Garza
described it as a multi-tenant, shared services
virtual infrastructure. In essence, it is a private
government cloud that provides a highly flexible IT
infrastructure for provisioning computer resources
and storage across the different CNRA departments.
This model proved adept at handling demand
during the ongoing drought in the state, giving the
Department of Water Resources fast access to years

of data on everything from water flows and soil
erosion to climate change and population growth.
Overall, the shared services model has significantly
reduced CNRA’s overall IT capital expenditures
and operational costs. Along with more compute
capacity, the agency is offering new technologies as
the needs arise, for everything from big data analytics
and virtual desktops to mobile apps and devices.
Shared IT services isn’t just about cost cutting
and new apps. It’s also about giving an agency
renewed flexibility to scale storage and processing
power based on demand. Garza described the
CNRA data center as 97 percent virtualized and
has the goal of creating a software-defined data
center that is able to stretch according to need.
CNRA’s 33 organizations now view IT as an enabler,
not a constraint on their business. As a result, the
demand for IT services continues to grow. But that’s
good, according to Garza. “Remember, the business
people [within CNRA] are already using the cloud,” he
said. “If you don’t provide IT services in the manner
they want, with flexibility and rapid deployment,
they will go somewhere else. In government, when it
comes to IT, you serve them, they don’t serve you.” n

TACTICS FOR SUCCESS
99
Some jurisdictions have found it cost effective to tap into
applications hosted on another government’s private
cloud rather than deal with the uncertainties — real or
perceived — that a public cloud service can present.

99
Shared services provide IT organizations with a new
mission as an enabler of IT at a time when their
customers — the business side of government —
see commercial cloud services as a viable option.

99
Shared services aren’t just about cost cutting and new
apps; it’s also about giving an agency renewed flexibility
to scale storage and processing power based on demand.
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SECURITY

DEFENDING
MODERNIZATION
AGAINST THREATS
A

s states and localities modernize and rely more
on technology to drive transformation, cyber
threats pose an increasingly significant risk.
Overall, government agencies have lost more than
94 million records of citizens since 2009, at an
average cost of $194 per breached record.22
Government CIOs and their IT organizations
face three contentious issues when it comes to
cybersecurity. First, the large amount of legacy
systems still in operation pose a major risk for data
security. Undocumented and superfluous code
that has built up over years, thanks to business
rule changes and other actions, can end up hiding
malware and other malicious pieces of code that
can infect systems and lead to data breaches.
Second, with the rapid adoption of smartphones
and other high-speed mobile devices — along with
constantly improving broadband networks and new
consolidations and partnerships among public sector

22

agencies — governments are offering information and
services online like never before.23 For example, local
governments are rolling out smart parking meters,
smart utility meters and digital sensors that bridge
connections and create new opportunities, but have
rudimentary security software to protect data. The
potential for significant harm from security flaws in
smart devices and mobile technology led the Federal
Trade Commission to issue a report in January calling
for stronger data and privacy protection for the growing
number of devices connected to the Internet.24
Third, states and localities must protect data in
the face of the rapid consumerization of technology
that has accelerated the phenomenon known as
“bring your own device” (BYOD) to work. This issue
in particular has Michael Cockrill, CIO for the state
of Washington, worried. Workers are going to check
their personal email or visit a non-work website using
their personal device, and even if they do it on their

personal time (during a break or lunch), they will
invariably connect via a government network, which
raises the risk of problems. “Checking certain sites
can lead to serious malware issues,” said Cockrill.25

KNOW YOUR STRATEGY, KNOW YOUR TOOLS
Unfortunately, not all government IT leaders
are as cognizant of the security risks they face. A
2014 survey by the Center for Digital Government
found 50 percent of respondents (IT and security
managers in state and local government) did not think
their organizations were being directly targeted by
advanced cyber threats. More worrisome, many of
the respondents said they had cybersecurity tools
in place, but found many of the tools had proven
ineffective when it came to advanced malware.26
Data security is critical on many levels. Yes, it
protects against breaches that can harm government

DAVID KIDD

Washington State CIO Michael
Cockrill believes government
security should always be at the
enterprise level. “But that means
moving management of the
network perimeter to a central
point, as well as centralizing the
purchasing of all networking
components, including firewalls.”

operations. But it also strengthens public trust in
government. Public support for government has
already been on shaky ground in recent years, but
when a data breach exposes private and personal
information, it also threatens to damage and
erode what public confidence still remains in the
public sector. A good security strategy can prevent
that kind of erosion in trust from happening.
When it comes to implementing a cybersecurity
strategy, one of the biggest questions for large IT
organizations is how to optimize security assets:
Should you do it at the agency level or enterprise
level? “It’s an important question because of cost
issues,” said Cockrill. He believes government
security should always be at the enterprise level.
“But that means moving management of the
network perimeter to a central point, as well as
centralizing the purchasing of all networking
components, including firewalls,” he said. While
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SECURITY

TACTICS FOR SUCCESS
99
IT organizations face three contentious issues when
it comes to cybersecurity: 1) the large number of
legacy systems still in operation; 2) the potential for
significant security flaws in smart devices and mobile

“The majority of cyber solutions require
cultural change. A robust training
program is needed within government
and for students, parents, educators
and all segments of society.”
Dan Lohrmann, Former Chief Security Officer, Michigan

technology; and 3) the rapid consumerization of
technology ushered in through employees that connect
personal devices into government networks.

99
IT organizations must be able to answer the question:
Should we optimize security assets at the agency level
or enterprise level?

99
A layered defense architecture can help cover all of the
key components in an IT environment.

99
States and localities need IT workers who are well
trained and have the latest cybersecurity skills.

99
People, processes and technology should be considered
when implementing any cybersecurity solution. The
majority of cyber solutions require cultural change.

advantageous, such a strategy creates a more rigid
form of IT management, while raising costs.
Pennsylvania’s former CIO Encinias also advocates
for a sound architecture that enables a security
team to spot not just the normal malware issues, but
different kinds of behaviors that aren’t common, so
they can be investigated further. “Anyone who thinks
they are 100 percent secure doesn’t understand the
environment in which we are operating,” he said. “We
have a layered defense architecture that covers all of
the key components in our current environment.”
Equally important are the tools needed to detect
and prevent cyber attacks, which have become
increasingly sophisticated. Michael Echols, chief
information security officer for Maricopa County,
Ariz., said he looks for software tools that are accurate.
Some security programs will produce false-positives
during detection — something you don’t want to see,

FOR ADDITIONAL INFORMATION

One place states and local governments can look to for guidance is Executive
Order 13636 and the National Institute of Standards and Technology (NIST).
The Framework for Improving Critical Infrastructure Cybersecurity, created
through collaboration between industry and government, consists of
standards, guidelines and practices to promote the protection of critical
infrastructure. The prioritized, flexible, repeatable and cost-effective
approach of the framework helps owners and operators of critical
infrastructure to manage cybersecurity-related risk.
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according to Echols. The best security technologies
are the ones that identify and mitigate well. The
one used by Maricopa “has enabled us to improve
our detection capability, but also provides real-time
rapid response to the heightened threats,” he said.27
Echols warned that the amount of commoditybased malware has grown, but at the same time,
so has the number of sophisticated threats against
government computer systems. He cited phishing
attacks from malicious emails with malware
payloads as just one example of what his county is
up against. To counter the growing sophistication
of cyber threats, Echols uses cyber forensics tools
to demonstrate what certain pieces of malware
are capable of doing. By doing this, “we’re able to
observe behaviors and develop trends, and also
categorize malware components,” he said.
Besides good tools and strategies, states and
localities also need IT workers who are well
trained and have the latest cybersecurity skills.
Finding and keeping those workers has become
increasingly difficult as the commercial sector also
ramps up its cyber defenses and can often outbid
government for new talent. But finding qualified
workers willing to work in government can be
done, despite the odds, according to Washington’s
Cockrill. It takes a two-pronged approach: attract
outside talent while growing talent internally.
Olympia, the state’s capital, lies outside
the state’s main economic region, which is
centered in Seattle and its suburbs. “But we’ve
begun to tap into people who have left a nearby
military base,” he said. “Also, the University
of Washington in Tacoma has a cybersecurity
center of excellence which has helped us.”
Other security experts urge governments to look
at their entire ecosystem when it comes to managing
the human side of cybersecurity threats. Think
“people, process and technology” when implementing
cybersecurity solutions,” wrote Dan Lohrmann,
former chief security officer for the state of Michigan
in Governing.28 “The majority of cyber solutions
require cultural change. A robust training program
is needed within government and for students,
parents, educators and all segments of society.”
To be sure, cybersecurity is for CISOs and other
specialists. But security is everybody’s business. n

CYBERSECURITY CHALLENGES
2013 and 2014 were tough years for state data security.
Consider the following:

On May 9, 2013, the Washington State Administrative
Office of the Courts (AOC) announced that a security
breach occurred on its public website. While no court
records were altered, up to

160,000

Social Security numbers

and 1 million driver’s license
numbers may have been compromised.29

In October 2014, hackers may have obtained
the personal information of more than

851,300 people
after tapping into an Oregon Employment
Department database.30

In May 2014, officials in Los Angeles County discovered
a break-in at a county health contractor’s office that
led to the theft of computers containing the personal
information of more than

342,000 patients

31

.
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WORKFORCE

FEEDING THE IT
TALENT PIPELINE
A

s the lingering effects of the Great Recession
recede and the economy strengthens, aging
Baby Boomers are leaving the workforce in the
kinds of numbers many have predicted for a long time.
“The impending exodus is prompting many human
resources departments to dust off ‘succession plans’ for
filling positions in a better-educated and lower-paid
workforce than the private sector,” according to an
article in Stateline, the Pew Research news service.32
As previously mentioned, many states and localities
still use legacy systems that run on software code
written decades ago. One report estimates 41 percent of
organizations with annual IT budgets over $500,000 are
running some kind of legacy software program. But these
IT organizations are not keeping pace when it comes to
hiring personnel with legacy software skills: 61 percent
of IT managers employ staff whose departure would
create a significant knowledge gap with regards to legacy
software, while only 25 percent of organizations have hired
personnel with legacy software knowledge in the past 5
years. The result is a talent gap that impacts the operations
of government IT and some of its most critical systems.33
Both the retirement wave and the skills gap
involving legacy software are symptoms of a broader
problem facing government IT organizations
when it comes to finding and matching talent with
the growing demand for a modern, data-driven
government: the ability to identify, cultivate and retain
individuals with the necessary skills for success in a
world increasingly driven by information technology,
according to a report by Freedman Consulting.34
When it comes to increasing the flow of IT talent into
government, the report identifies several major challenges:
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• The current IT talent pipeline into government
is insufficient, with too few individuals with
the right kinds of technical skills to meet
current needs.
• The barriers to recruitment and retention are
severe, and include problems with compensation,
an inability to pursue groundbreaking work and
a work culture that doesn’t reward innovators.
• Government needs to develop new models to
improve the IT talent pipeline.
• Government needs to do a better job at exposing
young technologists to public interest issues and
to connect them to government careers through
internships, fellowships, and other training and
recruitment tools.
• Government needs to change its culture and become
more open to using new technologies while adopting
a mindset of experimentation and disruption.
The state and local government IT talent pipeline
is going to need everyone from computer scientists,
innovators and designers to technology lawyers and data
scientists in order to meet the needs of an increasingly
IT-centric organization.

UNDERSTANDING PUBLIC POLICY HELPS
Minnesota CIO Tom Baden cites workforce as
one of his biggest concerns. Yes, he needs a steady
flow of new talent in the tech field, but also personnel
who understand the policies of the agency for which
they work. “Medicaid is probably the most complex
government program ever invented,” he said. “The

stakes are high and the amount of money spent
each month is huge. A mistake can cost millions of
dollars. As we migrate our technology from COBOL
to Java, we need people who can work in these
environments. But if they don’t know Medicaid,
then the code they write won’t be useful.”
Baden says he doesn’t want generic programmers
or generic project managers. What he really needs
are people who not only understand the business
side of the technology they are working on, but are
good at it. “Unfortunately, developing that kind of
talent doesn’t happen overnight. It takes years.”
As government computing becomes more service
oriented, thanks to cloud technology, the role of the IT
staff will also change. Rather than focusing on keeping
the servers running, they will, over time, have to
become adept at managing the contracts for third-party
infrastructure, platform and software applications that
will populate hybrid clouds. Managing those services
and the contracts that support them will happen on a
daily basis. That will require a new kind of skill, one
that doesn’t really exist in government IT today.
Tim Garza, who had to work hard to change
the existing culture among IT staff before moving
CNRA to a shared services model, says dealing
with workforce issues starts at the top. “These new
models of IT are conducive to where government
is going,” he said. “It’s no longer about ownership
of everything; CIOs have to make the first move
in this direction. Then staffing will follow.”
Like Garza, Tony Encinias has transformed his
traditional IT operational management structure
into one that emphasizes service delivery, contract

SHUTTERSTOCK.COM

61%

OF IT MANAGERS EMPLOY STAFF WHOSE DEPARTURE WOULD CREATE A SIGNIFICANT
KNOWLEDGE GAP WITH REGARDS TO LEGACY SOFTWARE, WHILE ONLY 25% OF ORGANIZATIONS
HAVE HIRED PERSONNEL WITH LEGACY SOFTWARE KNOWLEDGE IN THE PAST 5 YEARS.

management, vendor management and capacity
management. That means he needs a workforce that
has new skillsets. “The new model (which emphasizes
certification in the information technology infrastructure
library framework) allows us to really focus on the core
competencies of what government IT organizations
should be, which is leveraging IT to support the
business, not managing the infrastructure,” he said. n

TACTICS FOR SUCCESS
99
IT organizations need to keep pace with hiring employees
with legacy modernization skills to avoid a talent gap that
impacts the operations of government IT and some of its
most critical systems.

99
To improve the IT talent pipeline, governments should
expose young technologists to public interest issues and
connect them to government careers through internships,
fellowships, and other training and recruitment tools.

99
As government computing becomes more service oriented,
IT staff will need to become more adept at managing the
contracts for third-party infrastructure, platform and
software applications that will populate hybrid clouds.
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CONCLUSION

HELPING STATES AND LOCALITIES

DEAL WITH THE NEW NORMAL
W

ill 2015 be the year of the “new normal”
for state and local government? Some may
argue we’ve already reached a new reality
in terms of government growth. Others say we’re
not quite there yet. A look at some data helps frame
the situation:
• The International Public Management
Association for Human Resources surveyed
more than 1,000 of its members to gauge the
employment outlook for 2015. The results show
most governments expect to hire some workers
for newly created positions this year. But they’re
also still leaving vacant positions unfilled as a
result of tight budgets. It’s unlikely the sector will
see a significant acceleration in hiring.35
• The Congressional Budget Office in January
predicted modest economic growth for 2015.
What does that mean for state and local
governments? More than ever, states need to
ensure their own financial sustainability. “Clearly
the federal government will be less responsible
for things at the state and local level,” said Matt
Fabian, a partner at the research firm Municipal
Market Analytics. “The policy stage is shifting
toward the states and that’s where the meaningful
work gets done.”36
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In some ways, it’s the same old saw: do more
with less. But there’s no question the growth in
government employment has slowed significantly
compared to the past couple of decades. A notable
revenue recovery among states and localities has been
largely attenuated by increasing benefit liabilities,
and the expectation of little support from the federal
government has changed the dynamic in ways that
could not have been anticipated a few short years ago.
Can technology bridge the gap between what is
expected of state and local government and what it
can provide, given fewer workers and less revenue to
spend? Here’s another point to consider: In 2013, global
spending on public cloud services reached $47.4 billion,
according to the research firm IDC. By 2017, spending
on public cloud is expected to be more than $107
billion.37 Cloud spending is not only increasing, but it’s
becoming more focused on solutions — big data, mobile,
social — further driving IT’s growth and innovation.
Just how much increased spending impacts
state and local government remains to be seen. But
it’s the kind of evidence that shows organizations
are shifting towards a more flexible, innovative IT
solutions model than has existed in the past.
Success stories that involve innovation and newer
models of technology, such as cloud services, have

THE DAYS WHEN LEGIONS OF GOVERNMENT WORKERS WERE ON HAND TO RUN SYSTEMS AND SERVICES
ARE OVER. IT’S GOING TO TAKE WELL-DESIGNED, COST-EFFECTIVE IT SERVICES RUN BY A FEW SMART
PROFESSIONALS TO DO WHAT WAS ONCE DONE BY MANY PEOPLE. THAT REQUIRES NEW THINKING AND
BETTER IDEAS, AS WELL AS NEW INFRASTRUCTURE, PLATFORMS AND APPLICATIONS.

shared services it can provide is about consuming
IT, not owning it. CIOs need to sit down with their
government’s procurement officers to ensure
the terms and conditions of a cloud deal don’t
impinge on government regulations, yet allow IT
the leeway to use the service to its fullest value.
Pennsylvania, for example, is getting out of the
data center business altogether, thanks to cloud
technology, according to former CIO Encinias.
“We’re going to acquire everything that we need
— I call it compute — from the cloud,” he said.
Ultimately, for IT to be a transformative tool
in states and localities, it will require everyone
from elected officials, agency heads, the CIO and
IT manager, down to the engineer, designer and
front line worker to be smarter when it comes
to doing their jobs. The days when legions of
government workers were on hand to run systems
and services are over. It’s going to take welldesigned, cost-effective IT services run by a few
smart professionals to do what was once done by
many people. That requires new thinking and better
ideas, as well as new infrastructure, platforms and
applications. But time is short. Budgets are being
re-adjusted and policies reset to deal with the
new normal. Now is the time to get started. n
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grown in frequency, especially at the local level.
Cities such as Boston and Philadelphia have their
offices of urban mechanics that have brought
innovation to service delivery and operations. Other
cities such as Chicago, Seattle, Indianapolis and
Pasadena are installing sensors and smart meters to
improve everything from air quality to parking.
States, which have more in the way of large,
legacy IT systems, are moving a bit more slowly. But
as this paper has shown, innovation is taking hold.
State IT organizations are slowly letting go of the IT
ownership model and replacing it with a consumerbased approach, based on subscription fees.
As states and localities become more adept at
using cloud services, their ability to develop new
services with greater agility will grow too. More
agile technology projects translates into better
services that appeal to constituents, as well as
more streamlined operations that make agencies
more effective.
Cloud can also provide flexibility when it comes
to transforming IT for a more modern government.
That flexibility can affect the largest state data
center or a small jurisdiction with servers in hall
closets. But it takes a change in mindset to take full
advantage of the potential. Cloud and the types of
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For 25 years Bridgeway Software has created technology exclusively for legal departments in government agencies and
corporate law departments. Bridgeway’s LawManager® solution is designed specifically for departments that want a highly
configurable matter and document management system which includes robust functionality together with the ability to develop
other information subsystems that can be fully integrated within the system. LawManager is currently in use by over 5,000
professionals across the country and around the world. To learn more, visit www.bridge-way.com.

EMC is a leader in enabling state and local governments to transform their operations and deliver IT as a service. Fundamental
to this transformation is cloud computing. Through innovative products and services, EMC accelerates the journey to cloud,
helping governments and public sector service providers to store, manage, protect and analyze their most valuable asset —
information — in a more agile, trusted and cost-efficient way.

EvolveWare, Inc. develops products that automate and modernize IT infrastructure, increasing productivity and reducing
recurring expenses. EvolveWare’s S2T™ Technology has resulted in an extensive, cohesive IT Platform that brings automation to
all domains of software services — software maintenance, business rules extraction, software upgrades, product replacements,
security, data management and integration of disparate systems and databases. EvolveWare’s Platform offers a wide-ranging
selection of solutions from documentation to migration that can be implemented in a phased manner. Because the technology is
flexible and EvolveWare controls both the technology and the Platform, it is able to offer customization within each solution.

FireEye has invented a purpose-built, virtual machine-based security platform that provides real-time threat protection to
enterprises and governments worldwide against the next generation of cyber attacks. These highly sophisticated cyber attacks
easily circumvent traditional signature-based defenses, such as next-generation firewalls, IPS, anti-virus, and gateways. The
FireEye Threat Prevention Platform provides real-time, dynamic threat protection without the use of signatures to protect an
organization across the primary threat vectors and across the different stages of an attack life cycle. The core of the FireEye
platform is a virtual execution engine, complemented by dynamic threat intelligence, to identify and block cyber attacks in real
time. FireEye has over 3,100 customers across 67 countries, including over 200 of the Fortune 500. For more information, visit
www.fireeye.com.

State and local government agencies of all levels count on NetApp for software, systems, and services to manage and store
their most important asset, their data. With solutions ranging from data protection and recovery to cloud computing, data
analytics, and flash solutions, NetApp has become government customers’ top choice for key technologies that drive data center
transformation. Top counties, cities, and states count on NetApp and value our teamwork, expertise, and passion for helping
them succeed now and into the future. For more information, visit www.netapp.com/SLG

Optum is an information and technology-enabled health services company serving the health care marketplace, including
government agencies, life sciences companies, commercial sponsors, care providers, and consumers. Optum employs
85,000 people who are committed to powering modern health care to create a healthier world. More information available
at www.optum.com/government.
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The US government demands performance, transparency, and value — exactly what Red Hat and open source offer. Red Hat
is the standard choice for Linux in governments worldwide. Our cloud, virtualization, storage, platform and service-oriented
solutions bring real freedom and collaboration to federal, state, local, and academic programs. And Red Hat’s worldwide
support, training and consulting services bring the power of open source to your agency. We are a part of a larger community
working together to drive innovation. Learn more at www.redhat.com/government.

Springbrook Software is a technology leader in the local government software market, providing cloud-based finance, utility,
payroll, community development and property tax software to hardworking cities, towns, counties and districts. Springbrook’s
innovative applications provide a foundation for public officials to efficiently manage funds and resources in a rapidly changing
environment, while making citizens happy. We help finance directors, GMs, clerks and treasurers solve issues that spawn
overtime, like redundancy and poor communication, with modern tools to automate and better connect us all. Then, we’re all
happy — and local gov employees are heroes.

As a leading IT enterprise solutions provider, ViON delivers government and commercial clients a combination of experience,
teamwork and technical leadership. With our game-changing roster of services like ViON On Demand, we open the door to new
solutions, and in turn, revenue opportunities. It’s how today’s enterprises meet tomorrow’s possibilities.

Hitachi Data Systems provides information technologies, services and solutions that help companies improve IT costs and agility,
and innovate with information to make a difference. Our products, services and solutions are trusted by leading enterprises,
including more than 70% of the Fortune 100 and 80% of the Fortune Global 100.

Unisys, a worldwide information technology company, is a recognized leader in Public Safety and Justice and Health and Human
Services. With 45+ years of experience in the public sector industry, we help our clients secure their operations and create a
connected environment, while enhancing citizen services, and managing costs.
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